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Policy Statement

SAND Academies Trust (the Trust) has a combined IT Acceptable Use Policy for Equipment,
Digital Communications, and Authentication (Passwords).

This policy aims to ensure appropriate access to, and use of, IT across the Trust, which will
help to mitigate the following risks:

* Harm to individuals

* Damage to the Trust’s reputation

* Potential legal action and/or fines against the Trust or individual(s)
* Inappropriate use of Trust resources

* Viruses and other malicious software

* Service disruption

Scope

This policy applies to all employees, partners, contractors, agents of the Trust, and other
third parties (users) who require any form of access to the Trust’s information and
information systems. This policy should be adhered to at all times when accessing
information in any form and from any device. Questions regarding the content or application
of this policy should be directed to the IT Helpdesk. Breach of this policy may be dealt with
under the Trust’s Disciplinary and Dismissals Procedure and, in serious cases, may be treated
as gross misconduct leading to summary dismissal.

IT Equipment
Things you Must Do

Security and Access
v Ensure that the Trust anti-virus software and security patches are updated on
the laptop or PC on a regular basis. Laptops and PCs must be regularly
connected to the internet.

v Make backups of data when working offline by utilising OneDrive and
connecting to the internet regularly.

v Lock your laptop away out of sight when not in use, preferably in a lockable
cupboard, filing cabinet, or safe (this also applies out of the office where
possible).

v Carry and store your laptop in a suitable padded carry bag or strong briefcase
to reduce the chance of accidental damage.

v Immediately report any suspected or observed security breach through the IT
Helpdesk.



v Keep personal use of IT equipment to a minimum.

v Take account of the environment you are working in and ensure adequate
security regardless of whether the laptop is used in the office, at home, in
any other location, or while travelling.

+/Contact the IT Helpdesk immediately if you receive a suspected virus or if you
experience any unusual occurrences.

Encryption
v Ensure the laptop encryption is in use.

v/ Use a strong encryption password / phrase /PIN in line with this policy.
v Contact the IT Service if you are using a Trust owned device which is not enabled
for encryption, in order for this to be resolved.

Information and content

v Take extra care when opening email attachments (the number-one source of
computer viruses). Email attachments should not be opened unless the email
comes from a trusted source and/or you were expecting it.

Things you Must Not Do

Security and Access

xDisable, defeat, or circumvent any security measure that the Trust has put in place to
protect the information assets, physical assets, or reputation of the Trust.

xSmart Watches that can photograph are not allowed when staff are providing intimate
care

xKeep encryption passwords and logon credentials with the laptop, or share them with
any colleagues.

xUse IT equipment for anything other than official Trust business or for generating,
transmitting, or delivering any content that is contrary to Trust policies.

xLeave IT equipment unattended at any time when outside the Trust premises including,
but not limited to, in a car, briefcase, or handbag. If storing in a car is absolutely
necessary, equipment should be locked out of sight in the boot or other
compartment but it is generally much safer to take it with you.

xLeave your laptop unattended and logged on. If not in use, it should be locked, logged
out, or shut down.

xUse IT equipment not procured through the IT service to store, use, or transfer any
Trust information.

xAllow your IT equipment to be used by work colleagues, family members, friends, or
visitors — staff are personally accountable for anything accessed via their user ID.

xUse any damaged or faulty IT equipment.

xTransfer data using portable media, unless authorised.




X

X

Administrators

xUse administrator accounts for day to day tasks such as web browsing or accessing
email.

Copyright
Download or install any unauthorised accessories or software programs.

Information and content

Send personal or special category information to a personal account or transfer it to
removable media (including encrypted USB drives) for the purposes of remote
working.

Send personal, special category, or other business related data via any Internet
service(s) not supplied by the Trust without relevant permission.

Digital Communications (Office 365)
Things you Must Do

Security and Access

Keep your personal use of the digital communication facilities to a minimum.

Assess the reliability of any information before using it (e.g. that it is from a reliable
source, accurate, complete, and current).

Comply with the legal protections to data, images, and video provided by copyright and
licenses.

Inform the IT Helpdesk immediately of any unusual occurrence (e.g. an antivirus
software warning, getting pop-ups without having your browser open, unable to
open files or task manager).

Content

v /Take care to ensure that your communications (messages) are sent only to those who
should receive them. Re-read messages before sending, check for correct addressing
and clarity (particularly where they include personal or special category information),
and ensure that the content will not embarrass or subject the Trust to legal
proceedings or a fine.

v/ /Take care to ensure that any calls you make or receive cannot be overheard. You
should be fully aware of your environment at all times, and avoid making calls that
refer to personal or special category information in public places, over loud-speaker,
or when using hands-free devices. You should also try to ensure that the recipient of
your call takes these same considerations into account.

J//Put in place arrangements to ensure that incoming messages are dealt with during
periods of planned absence.

+/Retain messages which constitute an official record in accordance with the Trust’s
Records retention and disposal schedule.



v/Exercise caution when opening emails and messages from an unknown external source
or where, for any reason, they appear suspicious.

Things you Must Not Do

Security and Access

x Send messages from another user’s account or under an assumed name unless
specifically authorised.

x Respond to messages requesting personal information such as credit card
details, user names or passwords, or containing links to internet sites where
such information is requested.

x Transmit any message or file attachments you know or suspect to be infected
with a virus.

x Access emails intended for others that are clearly marked ‘personal’ or
‘addressee only’ (for example when providing cover for periods of absence).

x Allow third parties, contractors, or suppliers to remotely access/take over your
PC or laptop via the internet.

x Subscribe to mailing lists for personal purposes using your Trust credentials,
such as your email address.

Personal, special category, and sensitive information

x Upload personal or sensitive information into non-contracted systems, unless
otherwise authorised, for example when required to provide information by
law.

x Send personal or sensitive information by non-secure means, unless otherwise
authorised, for example where the service user is aware of the risks and has
requested communication by other means.

x Forward personal, special category, or sensitive information to an external
location (including your personal home email address) or to another person
who may not be authorised to see the information.

Content
x Create, download, upload, display, or knowingly access sites that contain, or
might be deemed to be:
* Pornographic
* lllegal
* Obscene or offensive (discriminatory, or of an extreme political nature)
* Subversive or violent.
x Send messages, or create or send content, that violates the privacy of, or
unfairly criticises others, or that may damage the Trust’s reputation,
unreasonably waste staff resources, or disrupt the work of other email users.

x Inadvertently send messages containing statements which are likely to create
liability (whether criminal or civil, and whether for you or the Trust).



x Send commercial or advertising material, chain letters, or junk mail (otherwise
known as spam) of any kind.

x Click on links or attachments within emails or messages from unknown or
suspicious external sources (for example if the attachment ends in .exe)

Subscriptions and contract terms

x  Subscribe to, enter or use online gaming or betting sites.
x Subscribe to or enter ‘money making’ sites or enter or use ‘money making’
programs.
x Agree to terms, enter into contractual commitments or make representations
unless appropriate authority has been obtained.

Private Use
x Use the Trust’s internet or digital communication facilities to order/purchase
goods and services for personal use.
x Personally subscribe to or use: real time chat facilities such as chat rooms,
instant messaging, or social networking sites such as Facebook or Twitter
with your Trust credentials.

x Undertake any private buying, selling or monetary transactions e.g. online
trading using sites such as eBay, or personal bank account transactions using
Trust facilities.

x  Use Trust facilities to run a private business.

Filtering and Monitoring

To ensure a safe and secure digital environment, SAND employs internet filtering and
monitoring technologies in line with KCSIE guidance. These systems are designed to:

o Restrict access to inappropriate or harmful content: Filters block access to websites,
applications, and materials that may be deemed inappropriate, unsafe, or harmful
for the educational setting, such as content related to violence, hate speech,
pornography, and illegal activities. Filtering and monitoring are both important parts of
safeguarding pupils and staff from potentially harmful and inappropriate online material.

¢ Promote educational use: Monitoring helps ensure that school-provided internet
and devices are used primarily for educational purposes. Staff may review usage
data to support students in staying focused on their learning tasks.

o Safeguard student data and privacy: The school is committed to protecting student
privacy while monitoring online activity. Monitoring and filtering are conducted in
accordance with applicable privacy laws and regulations, and only authorised
personnel have access to usage data.

o Detect misuse and respond accordingly: Any violations of the acceptable use policy,
including attempts to bypass filters or access restricted content, will be recorded.
Such incidents may result in disciplinary action according to the school’s policies.



Students and staff should be aware that their use of the internet and digital resources
provided by the school is subject to this monitoring at all times.

Authentication (Passwords)
Things You Must Do

vEnsure that your password is not divulged or shared with anyone else.

+Change your passwords in line with this policy.

+Change your password immediately if you believe your password(s) may have been
compromised.

+/ Create different passwords for your various Trust accounts.

+/Be aware that different applications may enforce varying password complexity.

+Optionally use biometric authentication as an ease of access method e.g. Face ID or
Touch ID.

Things You Must Not Do

When using the Trust’s information or information systems you must NOT:

X

X

X

Write down and store passwords within the office i.e. in office diaries or paper files.

Reveal passwords over the phone.

Reveal passwords on questionnaires or security forms.

Hint at the format of a password (for example “my family name”).

xUse existing personal account passwords for any Trust accounts (e.g., personal internet
(ISP) accounts, banks, etc.) or vice versa.

xInsert passwords into email messages. (Systems-generated temporary passwords are
regarded as an exception and can be emailed as these are classified as temporary
passwords and must be changed as soon as possible).



Appendix 1

Staff IT Loan Equipment Agreement

This agreement outlines the terms and conditions for the loan of IT equipment provided to
employees by SAND Academies Trust (the "employer"). By signing this agreement, you (the
"Employee") acknowledge and agree to the following:

1. Equipment Details

e Equipment Provided: [List of items being loaned, including model numbers, serial numbers, etc.]
Date of Issue: [DD/MM/YYYY]

Return Date: [DD/MM/YYYY or upon termination of employment]

2. Purpose

The equipment is being provided to the Employee for the purpose of performing their job duties and
tasks related to their role at SAND Academies Trust. Any personal or unauthorised use of the
equipment is strictly prohibited unless expressly authorised in writing by SAND Academies Trust

3. Care and Maintenance

The Employee agrees to:

o Take reasonable care of the equipment and protect it from damage, loss, or theft.

e Notify the IT department immediately if the equipment is damaged, lost, stolen, or malfunctions.

e Follow all operational guidelines provided by SAND Academies Trust or the equipment
manufacturer.

4. Ownership

All loaned equipment remains the property of SAND Academies Trust and must be returned upon
request, at the end of employment, or at the end of the loan period. The Employee must not
modify or attempt to repair the equipment without prior authorization.

5. Loss, Damage, or Theft

The Employee may be held financially responsible for any loss, damage, or theft of the equipment
resulting from negligence or misuse. In such cases, SAND Academies Trust reserves the right to:

o Deduct the cost of repair or replacement from the Employee's salary or other benefits, as
permitted by law.

o Take appropriate legal action if necessary.

6. Return of Equipment

Upon termination of employment or at the end of the loan period, the Employee must return the
equipment to SAND Academies Trust in good working condition, including any accessories,
chargers, or related peripherals. Failure to return the equipment may result in deductions from
the Employee’s final paycheck or other legal actions.

7. Software and Security

The Employee agrees to:

e Only use software and applications authorised by SAND Academies Trust on the loaned
equipment.



e Ensure that the equipment is used in accordance with the company’s IT security policies,
Acceptable Use Policy, including the use of encryption, secure passwords, and regular updates.
e Refrain from installing any unauthorised software or accessing inappropriate or illegal content.

8. Data Privacy

The Employee understands that all work-related data and activities on the loaned equipment are
subject to monitoring and are the property of SAND Academies Trust. The Employee must
adhere to the company’s data privacy policies and refrain from storing personal or confidential
information on the equipment.

9. Agreement Acceptance
By signing below, the Employee agrees to the terms and conditions outlined in this agreement and

acknowledges receipt of the equipment.

Employee Name:

Employee Signature:

Date:

IT Department Representative:

Signature:

Date:




